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Machine Learning: A Success Story

Image Classification

Strategy Games

Machine Translation

Robotic ManipulationRealistic Image Generation



Do ML systems work in the real 
world?



Standard ML setting

training distribution
=

test distribution

Training Inference



… vs the real world

deploy model on data from a 
different distribution

e.g.:

• perturbed data

• different label distribution

• other shifts (sequence/graph 
size, weather, country/city, 
source of measurement,…)

Training Inference

F
r
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What can go wrong?
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7    번에 해당하는 부분 발췌독



 

[사례 ]

1.      깨끗한 음성으로 훈련된 음성 시스템은    잡음이 섞인 음성에서는

        저조한 성능을 보이지만 ,  종종     자신의 잘못된 분류에 대해

       매우 확신   을 갖기도 한다 . 

2.   청소 로봇의 경우 ,      공장 바닥 청소에 유용하다고 판단했던

               독한 세척제가 사무실 청소에 사용될 경우 큰 피해를 줄 수 있다 . 



Outline for today

• Adversarial examples and training: small perturbations

• Distribution Shifts: significant differences



Adversarial 
examples



Adversarial examples

91% confidence



Adversarial examples

91% confidence



Adversarial examples

• ML model predictions are (mostly) accurate but can be brittle

91% confidence 99% confidence

noise (not random)

example: Szegedy et al 2013, obtained from https://gradientscience.org/intro_adversarial/



Adversarial examples

Papernot et al 2017, Practical black-box attacks against machine learning



Adversarial stickers



Adversarial stickers

image: Brown et al 2018, Adversarial patch. https://youtu.be/i1sp4X57TL4



Adversarial stickers

image: Brown et al 2018, Adversarial patch. https://youtu.be/i1sp4X57TL4



Adversarial stickers

image: Brown et al 2018, Adversarial patch. https://youtu.be/i1sp4X57TL4



Adversarial examples 3D-printed

image: Athalye et al 2018, Synthesizing robust adversarial examples



Adversarial examples 3D-printed

image: Athalye et al 2018, Synthesizing robust adversarial examples



Speech recognition example

Carlini & Wagner 2018



Hmmmm….

• Are our models completely useless?

• Why does this happen?

• Can one prevent it?



History of adversarial examples /  brittleness

Biggio & Roli 2018, Wild Patterns: ten years after the rise of adversarial machine learning



How do you create an adversarial example?

• model outputs Pθ(y | x) (softmax)

δ

(목적함수 )

• Want(목표 ): small perturbation that 
does not change meaning to a 
human, but to ML model
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How do you create an adversarial example?

• Want(목표 ): small perturbation that 
does not change meaning to a 
human, but to ML model

• model outputs Pθ(y | x) (softmax)

δ

(목적함수 )



How to find an adversarial example?

 

δ(t+1)

∆



How to “defend” against adversarial examples?

Recall:



How to “defend” against adversarial examples?

Recall:

X
(Dog image)

 
(Dog lable)

=  0.5

Loss

 

= 0.1



How to “defend” against adversarial examples?

Recall: 1. Def of KL-divergence:  method for measuring the difference between two probability distributions
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Recall: 1. Def of KL-divergence:  method for measuring the difference between two probability distributions

 



How to “defend” against adversarial examples?

 

=

=



How to “defend” against adversarial examples?

• Standard training:

via (stochastic) gradient 
descent

• Adversarial training / robust 
optimization:

1 n

n i=1

min ∑  Loss( fθ(x(i)), 
y(i))

θ

1 n

n i=1
δ∈Δ

min ∑ max Loss(fθ(x(i) + δ), y(i)
)

θ

neural network

“adaptive data augmentation”



Adversarial training with stochastic gradient descent

repeat until convergence:

1. sample a data point (x, 
y)
2. compute the optimal adversarial perturbation

3. compute the gradient g = ∇θLoss(fθ(x + δ*), y)

4. update  

1 n

n
i=1

δ∈Δ

min ∑ max Loss(fθ(x(i) + δ), y(i)
)

θ





1 epoch 2 mini batch



1 n

n i=1
δ∈Δ

min ∑ max Loss(fθ(x(i) + δ), y(i)
)

θ
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  설정한 횟수만큼 반복



 



1 n

n i=1
δ∈Δ

min ∑ max Loss(fθ(x(i) + δ), y(i)
)

θ



What do adversarial examples tell us?
: short cut



What do adversarial examples tell us?

• something about the input “features” that are critical for the model’s 
decision

• Example:

Training data: 
classify 4 vs 
9



What do adversarial examples tell us?

• something about the input “features” that are critical for the model’s 
decision

• Example:

Training data: 
classify 4 vs 
9

Adversarial 
perturbations

images: Hongzhou Lin



Predictive features

• Many features may be correlated with the label and hence predictive and 
help with accuracy, beyond what humans would use.

illustration: Aleksander Madry



Where do these correlations come from?

• Data



Where do these correlations come from?

• …and how we create datasets

Ideal world:

Real-world Expert 
images

annotators
Perfect 

annotations
Meaningful 
benchmark

Ideal Real world:

Flickr/scraped  Automated +  

images Crowd Labels

Noisy, biased 
annotations

Easy-to-optimize 
benchmark



It’s all “shortcuts”

• Shortcuts: features correlated with label in the training data, but not under 
realistic distribution shifts

• Models will use them and not generalize if features are no 
longer correlated

illustration: Geirhos et al 2020



It’s all “shortcuts”

• Shortcuts: features correlated with label in the training data, but not under 
realistic distribution shifts

• Models will use them and not generalize if features are no 
longer correlated

• This is related to data, not models: adversarial examples transfer 
across models trained on the same dataset



What can these shortcuts look like?

images:   https://www.aiweirdness.com/do-neural-nets-dream-of-electric-18-03-02/
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What can these shortcuts look like?
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What can these shortcuts look like?

“CNNs were able to detect 
where an x-ray was acquired […] 

and calibrate predictions 
accordingly.”

r
e

y.”

“…if an image had a ruler in it, 
the algorithm was more likely to 
call a tumor malignant…”

[Esteva et al. 
2017]

[Zech et al. 2018]

not all predictive patterns are desirable



Many more…

illustration: Geirhos et al 2020, Shortcut learning in deep neural networks



parallel solutions generalize within- 
distribution,
but not out-of-distribution



Distribution shifts



Training Inference Training Inference

Fr
=







Slide from Shiori Sagawa



Slide from Shiori Sagawa





Class distribution is different for each static sensor location



Performance has strong correlation with subpop. distribution similarity



NEONCROWNS Dataset

http://visualize.idtrees.org/
Weinstein et al., 2020

Different ecosystems have both 
subpopulation and visual distribution shifts

http://visualize.idtrees.org/


Accuracy on the line vs Off the line
: Correlation between ID & OOD





Accuracy 
off the line: 
aggregation 
hides 
generalization 
failures from 
spurious 
correlations

Aggregation Hides Out-of-Distribution Generalization Failures from Spurious Correlations, Salaudeen et al., NeurIPS 2025



Accuracy 
off the line:

Aggregation Hides Out-of-Distribution Generalization Failures from Spurious Correlations, Salaudeen et al., NeurIPS 2025



ㅇㄴㅁㄹㅁㄴㅇㄹㅁㄴㅇ

Accuracy 
off the line:

ㅁㄴㅇㄹ

.
 내신시험 (ID)  에서 학생들 (모델 )  이  고득점을 맞을수록 , 

 모의고사문제집 (OOD)     에 있는 문제 중에서     더 낮은 점수를 받게 되는 

모의고사문제 (OOD subset)  시험지  를 만들어내자 !



ㅇㄴㅁㄹㅁㄴㅇㄹㅁㄴㅇ

ㅁㄴㅇㄹ
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What to do about distribution shift?



One path: Distributionally Robust Optimization

• So far: allowed to perturb each datapoint by a limited amount

• Alternative: we can perturb the entire training distribution (sample) by a 
certain amount, together

Pn

Q



Application: DRO and class imbalance

• Assume population has K sub-groups (example: 
K=2).

• Usually: “Empirical Risk Minimize” (average error)

• Here, 50% error on minority group makes only 10% average 
error. (+ statistical patterns for minority may be different)

• We can “ignore” minority group and still get decent loss!

error correct
error correct



Distributionally robust optimization



[ DRO ] [ ERM ] 



DRO and generalization

• DRO optimizes for a set of training data sets/ 
distributions

• Say underlying data distribution is ℙ

• Empirical training data is ℙ̂
n

• If D(ℙ, ℙ̂ n) <  ϵ, then we are guaranteed to perform well on ℙ 
too, i.e., generalize!

Pˆ

n

d(Q, Pˆ n)

P



What to do about distribution shift?

•Distributionally robust optimization



What to do about distribution shift?

•Distributionally robust optimization
•Learn (or use) a prior for subpopulation shift



Learn and use priors over distributions

Presence-Only Geographical Priors for Fine-Grained Image Classification, Mac Aodha et al., 2019



What to do about distribution shift?

•Distributionally robust optimization
•Learn (or use) a prior for subpopulation shift
•Domain adaptation (next lecture!)



https://link.springer.com/article/10.1007/s10489-022-03709-8



What to do about distribution shift?

•Distributionally robust optimization
•Learn (or use) a prior for subpopulation shift
•Domain adaptation (next lecture!)
•Diagnose failures



https://arxiv.org/abs/2302.07865



What to do about distribution shift?

•Distributionally robust optimization
•Learn (or use) a prior for subpopulation shift
•Domain adaptation (next lecture!)
•Diagnose failures
•Get training data that is representative of your test domain 
(works better than any algorithm)



Summary

• Out-of-distribution generalization: big challenge, but helps understand 
what NNs learn.

• Adversarial examples and training

• Distribution shifts
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